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Security means protecting our systems,

information, and people from threats,
so we can operate safely and

deliver our mission with confidence.
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Services are disrupted and trust is lost.
Recovery is slow and costly. SECURITY
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QUESTIONS EVERY ORGANISATION SHOULD ASK
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What are we What threats Do our people Do we control Do we have backups Do we monitor Do we regularly
protecting and could affect us? understand their role who has access and recovery plans and detect unusual review and improve
why? in security? to what? in place? activity? our security?

HOW TO BUILD STRONG SECURITY IN YOUR ORGANISATION

e
:aoA

&
il

C)°

Identify Risks - Put Controls in Place - Train and Emp itor and Detect P Ry and Restore > Review and Improve
People
Understand your Use policies, access Continuously monitor Act quickly to contain Restore systems Learn from incidents
Build awareness and ¥ .
assets, threats, and controls, encryption, systems and networks and manage security and data safely and and continuously
skills so everyone can &, 3 P
vulnerabilities. and other safeguards to detect suspicious incidents. minimise disruption. improve your security
! recognise and avoid v
to reduce risks. activity early. posture.
threats,
Q GOOD PRACTICE CHECKLIST A\ WARNING siGNs
0 Keep software and systems up to date. A Unusual or unexpected system activity.
Q Use strong passwords and multi-factor authentication. A Many failed login attempts.
Q Limit access to only what people need. A Unusual emails or links from unknown senders.
° Encrypt sensitive data. A Missing or unencrypted sensitive data.
° Back up data regularly and test backups. V A People sharing passwords or bypassing policies.
° Have an incident response and recovery plan. A No backups or untested recovery plans.
° Report and review incidents to learn and improve. A Security incidents not reported or reviewed.
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